Enclosure 3


Department of Defense Education Activity (DoDEA)  Computer and Internet Access Agreement

Parent Notice of Expectations at Heidelberg Middle School  2007-2008
Privacy Act Statement

Authority: DoD Directive 1342.6, DoD Education Activity; DoDDS System Notice 22 

Principal Purpose(s): To permit an individual's use of government-owned computer resources in accordance with DoDEA policies governing use of the Internet and to permit enforcement of DoDEA policies governing access to computers and the Internet. 

Routine Use(s): In accordance with DoD published routine uses. 

Disclosure: Voluntary; however no individual is permitted to use DoDEA-controlled computer resources until they have signed this statement indicating agreement to use such equipment only in accordance with DoDEA Computer and Internet Access Policies. 

Student Name: ________________________________________________  Grade: _________ 
**I, (Parent or Guardian)(Print Clearly)________________________________________, have read the Terms and Conditions below.  I understand that network access is designed for educational purposes. DoDEA has taken precautions to eliminate controversial material.  However, I also recognize it is impossible for DoDEA to restrict access to all controversial materials and I will not hold them responsible for materials acquired on the network. Further, I accept full responsibility for supervision if and when my child’s use is not in a school setting. 

**I understand, consistent with DoDEA policy to protect individual privacy, my child’s written and art work and his or her name may be published, but DoDEA does not authorize the use of photographs, home address, or home telephone number in association with my child’s name. I also understand DoDEA does not authorize the use of the school’s Internet service for commercial activity or personal use inconsistent with the Terms and Conditions. 

**I understand: (1) This form does not relinquish my child’s rights in his or her work. (2) DoDEA is not responsible for subsequent copying or unauthorized use of the work by an outside person or agency. (3) The only personal identification of the work will be my child’s name. (4) My child cannot be directly contacted through the page. All contacts will go through the teacher. 

___________________________________________



________________ 

Parent/Guardian Signature 







Date

Terms and Conditions For Students

I. Acceptable Use

a. I agree to use DoDEA’s computer services only in support of my education and research consistent with the educational objectives of the DoDEA. I will not download files or subscribe to bulletin boards that are not related to my educational activities. If I have questions about my computer use, I will ask my teacher. 

b. I will respect and adhere to all of the rules governing access to DoDEA computing resources and the rules of any other network or computing resource to which I have access through the DoDEA equipment. 

c. I understand transmission (sent or received) of any material in violation of any U.S. or state regulation is strictly prohibited and may violate criminal law. I will not transmit obscene, sexually suggestive or offensive, lascivious, harassing, or abusive messages, copyrighted material, or material protected by trademark or as a trade secret. 

d. I will not publish the name, photograph, home address or telephone number of myself, another student, faculty, or any other person. 

e. I understand using the DoDEA computer equipment for commercial, product advertisement or political lobbying is prohibited and may be illegal.

II. Privileges
a. I understand that the use of the network is a privilege, not a right, and use inconsistent with these Terms and Conditions may result in a cancellation of those privileges. (Each student will receive instruction regarding the terms and protocols referenced in this document before network access is provided.) 

b. I will be disciplined if I send messages or download files inconsistent with these Terms and Conditions. At the discretion of the principal and teacher, I may lose the privilege of using the Internet permanently and face suspension or expulsion. Copies of the inappropriate materials will be reported to the building administration and kept on file.

III. Internet Etiquette
a. I will be polite. I will not use sexual or abusive language in my messages to others. 

b. I will use courteous, respectful language. I will not swear, use vulgarities, sexual, harsh, or disrespectful language.  Illegal activities are strictly forbidden. 

c. I understand any transmission, including electronic mail, is not private and that my communications and access will be monitored. 

d. I will evaluate information carefully. As with any research material, I must review it for accuracy and bias. 

e. I will not use the network in such a way as to disrupt the use of the network by other users. This can be avoided by not sending "chain letters," or "broadcast" messages to lists or individuals.

IV. No Warranties
a. I understand DoDEA makes no warranties of any kind, whether expressed or implied, for the service it is providing.  DoDEA is not responsible for any damages I may suffer. This includes loss of data, delays, non-deliveries, misdeliveries, or service interruptions caused by its own negligence or my errors or omissions. 

b. I understand the use of any information obtained via DoDEA is at my own risk. DoDEA specifically denies any responsibility for the accuracy or quality of information obtained through its services.  I understand DoDEA has no obligation or authority to defend me against any legal actions brought against me by anyone arising from my misuse of DoDEA computer resources or violations of any U.S. or foreign laws.

V. Security
a. I understand security on any computer system is a high priority, especially when the system involves many users. I will notify my teacher if I notice a security problem. I will not demonstrate the problem to other users. 

b. I will not give my user password to other individuals. Any activity associated with my account will be considered my activity. It is my responsibility to protect my account and password. 

c. I may be denied access to the network if I am identified as a security risk.

VI. Vandalism
a. I understand vandalism will result in cancellation of privileges.  I will not maliciously attempt to harm or destroy data of another user, Internet, or any other network. This includes, but is not limited to, the uploading or creation of computer viruses.
Weapons/Prohibited Substances/Anti-Bullying Policy

Student Name (PRINT CLEARLY) ______________________________ Grade _______
Weapons:  Students shall not transport, exchange, carry on their person, nor cause to be stored, objects that are generally considered to be weapons.  These include, but are not limited to firearms, knives, club type weapons (for example, blackjacks, brass knuckles, nunchaku), gas pistols and shooting pens, straight razors, razor blades, Exacto knives, ice picks, clubs, or any object that may be used as a club to inflict bodily harm (for example, pieces of wood or pipe, stones, or bricks). Also banned is any object that might be used readily to inflict bodily harm on self or others (for example, chains, canes with sharp points, broken bottles or glasses,  spiked leather, lighters or lazer pointers). Authentic appearing replicas of a firearm are classified as weapons (for example, toy guns). Possession of weapons by students while on school property (to include while riding to or from school or school events on school b uses) or in attendance at a school function, or whenever under the jurisdiction of the school, is grounds for expulsion and referral to law enforcement agencies.
Possession, Sale and/or Use of Alcoholic Beverages, Narcotics, Illegal Drugs and/or Prohibited Substances.  Notice is hereby given that possession, use, or sale of controlled (prescription) or mind altering (illegal) substances by any student while the student is on school property (to include while riding to or from school on school buses or at bus stops) or in attendance at a school sponsored function or whenever under the jurisdiction of the school, is grounds for expulsion. Student possession of or being under the influence of alcoholic beverages, and/or hallucinogenic drugs or combinations of drugs or paraphernalia expressly prohibited by federal, or local laws, including prohibited substances which shall include those substances possessed, sold, and/or used that are held out to be, or represented to be, controlled substances, illegal substances, or counterfeit in any respect illegal or controlled substances shall be grounds for expulsion and referral to law enforcement agencies.  Prescription medication is not to be transferred to another. Over-the-counter medications are not to be transferred to another or used without parental and nurse knowledge. Students should have no more than one dose and the nurse has been informed of the presence of that dose.
Sexual Harassment Policy  Sexual harassment will not be tolerated at HMS.  Any student who sexually harasses another student will be counseled and/or disciplined. HMS uses the following definition:  sexual harassment is any unwanted and unwelcome sexual behavior, which interferes with a person’s education or employment. It can include sexual comments, sexual advances, sexual notes (written or electronic), or sexual contact.  Any student who is being sexually harassed should notify a teacher, a counselor or an administrator.  Offenders will be counseled once, and then disciplinary action will be taken until the harassment stops. 

Bullying/Harassment/Relational Aggression Policy Bullying, Harassment and Relational Aggression will not be tolerated at HMS.  Any student who bullies or harasses another student will be counseled and/or disciplined.  HMS uses the following definition:  a student is being bullied or victimized when he or she is exposed to negative actions on the part of one or more students.  Negative actions can be verbal, non-verbal, or physical. Additionally, cyber-aggression, which is bullying via computer means, will not be tolerated.  Bullying is aggressive behavior or intentional “harm-doing.” It occurs within an interpersonal relationship and is characterized by an imbalance of power.  Students are instructed to notify an adult if their efforts to stop bullying are ineffective.  School personnel will intervene on behalf of students and parents in an effort to stop the negative actions that are occurring at school.

I am aware of the zero-tolerance policies listed above.

(Students will be trained in the fall and required to sign.)

Parent Signature ___________________________________
Date _______
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